EBN—FFLHRE

(—R& B

Ver 1. 3

X AEHREF. SROFABREZRLS-OICFELGLICEBERIIFTET HHEEAHYFET,
ZTORF. EZBER— LRV LEICTHBREDBERFERRFEATRV:LET DT,
9 THERET S0,

BE, EHREOABRDEEMEICOVNTEALZHALTOET A EBEE, COLHRE
[CEFNAEBOAAICHESTRELEFFROMEIIONT, EISHLTLRILEEE
B5LDTRHYFEEA,

k2854 H

EHEAESEREARTERRE



3 2= D> 3
1.1 T T o 3
1.2 B RHS (BR) « o 3
1.3 T D T B ettt 4

P = <5 = S N 0 5
2.1 BT R OMETZEBITIE 5
2.2 [RIE T T b Tl 5

R - =L - - S 6
3.1 L T 7 A U 6
3.2 A 1 - - 7

3.2.1 T 7 A IV ME) oo 7
3.2.2 e o (0 2 ()] ) A 7
3.2.3 B T 7 A L BR) oo 7
3.3 T L I 8
3.3.1 T A IR 8
3.3.2 DF 40 (AID) oottt 9
3.3.3 T T A 9
3.3.4  EF T S o 12
3.3.5 16 R OKER L OERIHKEZRNT A — FOTFT —F O FNZOWT ... 14
3.4 B o U T BB 15
3.4.1 R T — R B I L DA oot e 15
3.4.2 B T A U 15
3.4.3 BT Bl 16
3.5 T DG LRI 17
3.5.1 T BB LS L R 17
3.5.2 e S 7 L R 18

4 T R o 19

4.1 T s R B 19
4.1.1 A . ¥t N 20
4.1.2 e 0 (A 20
A.1.3  2%F R B N N 20
A 1.4 Le T A I R 20
4.1.5 T H T 4= R (T R ) e 20
4106 Lo T A I R 21
4.1.7 T BT =L R (L AR R ) 21
4.1 8 BRBE /N N 21
4.2 Oy RESBER ORI~ 2 Ro%T A 23
4.2.1 SELECT FILE  T1  R et 23
4.2.2 VERIFY 1 v R o 25
4.2.3 GET CHALLENG S0 i R et e e e e e e 27
4.2.4  MUTUAL AUTHENTICATE T3 R ottt e 29
4.2.5 READ BINARY 1= i R it e 31
BB 1 BXa T A= Ty g VBRI e e 36
BIER 2 B LT = v R s B oo e e e e 38



1 [FCHIC
1.1 & RS

AEREETIE [EED— R KO TERREZREAE] CLF (EREI—FRE] Lo, )D
IC EV a—NMIT 7 BATEH0DMLERICHOWTIHET 5,

FOY, ZORAEBLHEEE L, BT - EA - FEHAR EFORNFITOWTTRER LA
VY,

12 ZRHRKGEIARE)

AR TSI 53T, UTFOWY TH 5,

[1]  JISX6322-3:2001 [#hEEuiF-72 LIC I — N — Ur#ef — 45 3 & - FIHI b X OV 22
5 1k |

[2] JISX6322-4:2001 [4MER%E 172 LIC 71— R — gl — BH 4 36 - (57" v ka1

[3] JISX6320-4:2009 [FkBIT— K—IC I — K—% 4 &5 : RO =D DR, ¥ =V
T Ak Taw K]

[4] JISX0201:1997 7ty FRU8 B v hOIFRAH MK BL T THES)

[5] JISX0213:2004 7ty bRU8E Y b 254 MERKZHAH S(LIERETHES

[6] ISO/IEC 7810:2003 “Identification cards -- Physical characteristics”

[7] ISO/IEC 14443-3:2009 “Identification cards -- Contactless integrated circuit cards --
Proximity cards -- Part 3: Initialization and anticollision”

[8] ISO/IEC 14443-4:2008 “Identification cards -- Contactless integrated circuit cards --
Proximity cards -- Part 4: Transmission protocol”

[9] ISO/IEC 7816-4:2005 “Identification cards -- Integrated circuit cards -- Part 4:
Organization, security and commands for interchange”

[10] ISO/IEC 18013-3:2009 “Information technology - Personal identification - ISO-
compliant driving license Pert 3: Access control, authentication and integrity
validation”

[11] ISO/IEC 9797-1:1999 “Information technology - Security techniques - Message
Authentication Codes(MACs) - Pert 1: Mechanisms using a block cipher”

[12] JICSAPIC# — FfEARV2.0 3 =~ F

[13] PKCS #1 Version 1.5 “RSA Cryptography Standard”



1.3 FAEOES

AAARETHAT D HFEE TRICERT D,

R LA

AID T FY = a Uik

AP TV r—a

APDU TV hr— gy Fuahal e F—F 2=y |
BER ASN.1 D JEAFF 5L

CLA 7T A« 34 |k

DF HHZ 7 A0

DO F—=EF T b

EF o i

EFID EF 5+, 2734 FTHRELIND,
IEF WA~ 7 1 L

INS LR G

L ey

MAC Ao —UFEEa— K

MF F774L

P1-P2 NI RA—=H « XA |

Sw SW1-SW2  REEANSA b (K v vald, HiEEZRT, )
SM X aT A=V

T v

TLV BT e LT AN 22—

\% N a2—

AARRETIIUTORSBE S D,

o Bk

“0"~"9" g "A"~"F” 16 H%L
b0000..0000~b1111..1111 2 #%#k

(B1) B1 DA
B1||B2 B1 & B2 DHEfk
# x5

b1~b16 vy hES




2 {zE7aral
2.1 #FHERUVEZRERGIE

AHA L M OMET 221 1 13 JISX 6322-3:2001 B8 | K TNISO/IEC14443-3:2009 Type B (Z #£4*
60
ATQB ODOHBHREMIZHOVWTIZLL T L35,

PUPI kv g vEOII 4 31+
AFI : 700"

ADC : b00

WHT — % : ”00000000”

*7-, ATTRIBa < RE OV ARV ZAREIZILLTO®@Y &35,
bR oOF®R - L
RIS DAL

22 {&EJOralL
{537 1 b 3L ]JISX 6322-4:2001 B 7 1 | =1L % ONSO/IEC14443-4:2008 Type B
Za fa VT A,



3 HEEHH

TN — RED 1IC BV 2 — /VEiEEZ AT 5,

31 WRBEIFPAILIELE

TERE 1 — REIL, X 3-1 ISR T 7 7 A s 2 F5,

MF OE FIZEH 7 7 A /V(DF), 27 7 A LV (EF) M ELE S 41, 4% DF OE FiZiX EF 236
BEEND, W—FEEELZEZIIMF N2 hE725, 4% DF i 16byte THE L ENT-
DF 4 (AID)ICEDEIRL, LU hETHIENTED,

[ mr ]
S w7 — 5 Bk | EFo1
— 71— R | EF02
DF1

—  Fm (&) 1 A=Y ] EFO1
] I | EF02

— orz |
— R (EmE) | EFO1
—— REREHESHEB I | EFO2
——{ EaEESMEIEBIET TR | EF03
L SRS R i | EFo4

DF3

BFBARMEE)A—Y
&HTE

EF01

X 3-1 BT 7 A BB

) BT 7 A MEELSNT IC BV 2 — VNI TR 2 7 — & (B ) A3 Fiek S 7o NS
W7 7 A VIEF)BFAET D, AR TIXZ S IEF (ST 2 8EId T2 iz, LIk
IEF ICBHT 2 st I3 %,



32 J7AILitHk

TER 1 — RETHHT 27 7 A MO TDOEREZ L FITRT,

321 FEI77A4IL(MF)
2 TODF K OEF . FIzHf->/L— K DFZ4FIZMF & V5
ICH— FEFNE#ZDOD L b DFIZMFICERTESINTWA,

322 EHERI7AILDF)
EF 508, B4+ 570D 7 7 A /L& DF L5,
DF Bl FiZd 2 EF 2RI 5546, FIHXIZ EF OB DF 238K L, #L > FDF & L7=%

\Z EF #F|H3 5%,

323 ERI7AIL(EF)

SRMMER T T — X BT D7 7 AL,

£ EF 23RS F V=T = PEHINTWVWD, itk TWNAE L F U —F—Z %, 3.23.1
IR T DT — ATVl O EOOT =X E L, EEOT—4 47 V=7 b EEfE
L7z XA FVUFE s TN D,

AR TIX EF IR SNINA TV —F —F ZHH L, 744727 hOZ 7 (DL -
TT—HDOEWR, LY AWIZESTZEDOT =2 DONY 2a—V)OEIZHRTHIENTE

éo

3.23.1 F—HF 7= F(DO)

EF KT 234 TV —F =2 L LT —4 A7 V=7 MDO)ZIRD L D IZEHRT D,

DO (X BER-TLV #i&Z & W, 1 XA FDOX T (T), NV 2a—DOREEZRT 1~3 A FDL v~
JA(L), NV a2—(V)THikEN 5, 1 50 EF 2% DO Bk sh TV a4,
TLVTLVTLV...& . 83> DO AEifi SNz AU —F—x & L itk d,

T L \%

3.3.4 &M “00"~"7F” B
“81 00”"~"81FF”
“82 00 00"~"82 FF FF”

(1) (1~3) (L)
X 3-2 T—HFT=rb

T—RE T2 MENRNT A= DOERIILTOLEED,
— TOfEIX3345BRBOZ L,
— L OFSLRANILI T LB 95,
> L300"~"7F"O%4  VORE X 0~127 31 M &5k d 5,
> L7238100"~"81FF'DiH : 234 FHDOE TV DR X 0~255 /31 F & 751k
ERAE
> L723"820000"~"82FFFF" DA 234 FHE 334 NEH(E v =T 47T
) TVDEREE0~65535/31 hZ/51kd 5,
— VOEWKRIZOWTIE334%HDOZ L,



33 T—AAR

331 I77AIViER
TR — RD7 7 A MM EFE 3-1. FKEZETEHED 7 7 A MR EFE 3-2 10577,

£ 31 BEEI— K7 7 A AR

77 A 7 7 A VAR 7 7 A V23X & (byte)
MF — —
EF01 | 3t — ¥ HE 6
EF02 | 7 — RFERI 3
DF1 — -
EF01 | Z%m (R) A A—Y 7004
EF02 | EAM {4 3004
DF2 — —
EFO1 | (F/E# (EmiBa) 342
EF02 | & F NGB A5 T rT Al 122
EF03 | B oM EhE BT 7T AR 122
EF04 | S r R IS i is 3
DF3 — —
| EF01 | E1&4 &M (R) A A —V&HHE K 1464

R 32 FRIKEFRIEAET 7 A VR

77 A 77 A NLVHNE 7 7 A VR B (byte)
MF — —
EF01 | Ly — & B3k 6
EF02 | 7 — RFfEH 3
DF1 — —
EFO01 | &mi (F) A A— 7004
EF02 | B4 3004
DF2 — -
| EF01 | e (EfiBq) 342
DF3 — —
EF01 | B 7B4 Kl () A A—V&EHR | 1464




3.3.2 DF £ (AID)
% DF @ AID \IERE 71— R, FEPIRERTEAELIZHEEmTE 330 LB L5,

& 3-3 AID(EE I — RN/ FeBKEHFEHEILE)

DF AID

DF1 | “D3 92 F0004F0200000000000000000000”
DF2 | “D3 92 F0004F 03 00000000000000000000”
DF3 | “D3 92 F0004F 04 00000000000000000000”

333 FOERIE
ERB T — RO EF 7 — X Z it 72O KR T 7 & AMER SR 3-4, Frpllk A&
DB EFT — X T2 OICNEE R T 7 AR TR 3-51277,

#£34 TIZEBREEEI—F)

e % T U & A
MF —

EF01 | Free

EF02 | Free
DF1 —
EF01 | 7ERE 7 — REF I X H38GE & SM
EF02 | 7ERE 1 — REF I K 538G & SM
DF2 —
EF01 | /ERE 1 — RER =
EF02 | fER8 1 — R&EERE
EF03 | fEE 1 — R&E &
EF04 | fE8 1 — R&E &
DF3 —
EF01 | 7ERE I — REF I X HF8GE

[RENAREGRER!

br e ||

Ottt O
%
52

-10 -



#F 35 T EAEREKEETTEHE)

Tr AN | TR
MF —
EFO01 | Free
EF02 | Free
DF1 —
EF01 | 7R — FEHFIC L H78GF & SM
EF02 | £ 7 — NEFFIT L HWGE & SM

DF2
| EFO1 | 76880 — N3 52 & % 3k
DF3 -

| EFO1 | fER 0 — RS 510 & 5 a8

HE 1D SMIZEFaTAvE—I0 7 avwy NICEDETRUETHLZ L 2RT,
¥ 2) Free 137 7 B AT 57O DFBFEBNIERNT & HRT,

-11 -



334 EF RT—3AE

EE N — FEFRFICEDRFE, KO EF 2T A vE—T 7T

NDOT—=ZRNEFIFLTD LB,
BCOT—2F 7V MIBEER LT D,

FAH LA AREL R D7 7 A

3.3.4.1 @7 —F ER (MF/EF01)
Bl7 7 AN MF (£ 0 — R/ RERBIK A 3 AIE A E 3k 5mE)
27 | ®RT—X F—%
E 73 V=) eV
g 1) AP 551k LA
“co” 4 | HEEAR—Y g B J1S 0001, 0002, 0003... & AL E %
X0201 179
#1) 0001 DOFFATE"30 30 3031”
3.3.4.2 F— FFER] (MF/EF02)
BT 7 AV MF (fERE W — B /BB R RE R 3 )
27 | mRT—HE F—X
(A1) N sy EEa il
7 — RAER JIS LEEH— K
“c1” 1 X0201 2 RERIK AR FEA
BNAERE 1 — ROBEAHI1E” 317
3.3.4.3 %M (&) A A— (DFL/EF01)

BT 7 AV DF1 (FER 7 — R/ RERIK 5 R E4km)

zT KT — 4 T—&
& .
N GeacE(e A
RS = 551 il
“DO” 7000 | 7 UEIRIER S K OVEEi#e | Binary | MMR JEAF (tiff)
oy 2R <
KEZIABT =2 P A ZR/RRT — 2 & (Length) ITH 72 2GS, 7 —F Ok ASORMIE Null

fil (0x00) TRT 7S D

3.3.4.4 B E| & (DF1/EF02)
BT 7 A DF1 ({ER D — R/ FERIIK A FEI E4m)
27 KT —4 T—%
E S V=] 2%
A 1) I ek G
“D1” 3000 | EHMI4 Binary %

fil (0x00) TRT 7SN D

-12 -

JPEG2000 7 5 — &
MEEIALT —Z A AN KRT — & (Length) IZ5 72 72 WG A, 5

F— X D8

OFEEIT Null




3.3.4.5 E/EH (%ﬁi:a) (DF2/EFO01)
BT7 7 AV DF2 ({ERE 7 — R/ RRBIIK A 5EH E450m)

27 BKT—# =4
B3 »
AP 51k SRR
A 1) w5 51 i
“p2” 8 | BREEZIAAHEAH JIS YYYYMMDD
X0201 1)2012 43 A 10 H %A
"3230313230333130"
“D3” 6 | MMk =2—F JIS A[E AR = — K (6 #7)
X0201 https://www. j-1lis. go. jp/code—

—"313331303136”

address/jititai—code. html 28
B HAEER TR E X DOGA
7 N ALHE = — R 2 131016

“D4” 320 | {EJEH JIS K 80 LK
X0213:
2004

HREXIABLT —F VA ANFKRT —F R T2 WSS, Null fEE2EA

3.3.4.6 HEmEEINE B OIS AIA (DF2/EF02)
BT 7 A DF2 (EEI— 1)
29 BRT—4 i 4
E 73 V=i Y
A ) A (Eaex| e S
“D5” 120 | SRR AT R RPN 2T JI8 B
X0213:
2004

KIATH ORI — RISk L, ERINEERFA] (alfh) OfF L2 “M” & L CTHERT—

FEIWMATGE, 27 - BRT—F K « 7 —Z 3T Null 8 (0x00) DA S 41 %,

R %

3.34.7 B EREEENMEBIEFFTAR (DF2/EF03)
BT7 7 A DF2 ({EE I — 1K)
2T wRT—# F=1
E N Johe 1 =2t
it 1) AP 51k e
“D6” 120 | fEBUFFATAREE N A JIS -
X0213:
2004

KIEATHADIER I — FITxh L, EHINSERF ([Eh) ofFEzr “HE” & LTER-RI— N &

FEIMATGE, 7  BRRT—F K - 7— %3~ TIT Null fE (0x00) A& S 5,

-13 -




3.3.4.8 EEEEYIHSEEHHEM (DF2/EF04)
BT 7 A DF2 ({ERE I — 1K)

27 | BRTF—2E T4
i) P rEEL P
(ER R E RS E g | JIS 0L
“D7” 1 AT —H RAa— R X0201 1: g
i) B o DA T3
3.3.4.9 Fx v a—R, ABREIEHE (DF3/EF01)
Bl7 7 AV DF3 ({ERE 0 — B/ ReRk a3 fE il #4550)
27 | BRTF—2E T4
) P R P
“DA” 256 Frxva—R Binary 3. 4.3 =W
“DB” 1200 | ZABHEERERT Binary | X.509 (ver.3) JEzU CER %5 24k~
7 A )V (JEIET- cer)

MO 2 4T H9OEMNGIEAE8 H 5 HE TOMIZHRITEINTE—HOIE”E 7 — R K OFBIKE
FAERAEIZONWT, BFES (F= v 7 a— FEOVABSEGERAE) (ICHEEM SN S L -TE
B — RENFEL TS, ZOEEMEICET LE®RIL, E-I— FEARE GIK) 22
W nz b, £, EEMEICETLIERDOATHECONTUL, AEREHFBOR—LR—

BT L L,
335 16 MRMDERI—FRUHFAKEEHLERED T —AIMYZLNZOWNT

16 AR O T RMERE OkEEGT) MOFRIDKEFRICRZRMSNL I — FTIEUFOT =4
I — FRICRE I S fuiaiy,

PAE E (DF1/EF02)"!
— F=x=vr7a—F, ABHEIEYIE(DF3/EF01)™2

DF3/EF01 (2% [Tagl /31 k(0xDA) * Lengthl 34 K (0x00) - Tagl 34 b (0xDB) -

*1
Lengthl /X1 b (0x00) « LA Null fE(0x00)HD | 23&f S5,
*2 Fxvra—, ABSEEEAEL L oA, DF3/EF011ZIE [Tagl 31 K (0xDA) + Lengthl
734 1 (0x00) - LAF%E Null fE(0x00)H | 23 k&SI D,
*¥3 7272, 16 R Coh o Th 16 DA H OFAERNI AR Sz — RITB LT

IZZDRY TIEH Y XA

-14 -



34 tXal)ToHiEE

FERH— RETITIEX2) T o HiEE LTEICLLTD 3 SOMREEZF,

1. fERE 1 — RERFIZL D75
K EFIZT 7B AT HI2ODFRAEEAT ) HRE, WEEICkEh L, 77 B AMEEFDH Z & TH
EF IZ# SN TWAT —Z 23T 2 N Tx 5,

2. BXaT A=V
WA & IC I — R O@E 2w 5k L, EEE % 51k 2 8&RE,

3. E1rE4
% EF \[ZREER SN TV DT —Z BMA1E - WA IN TV RWI L ZREET D HERE, Fia
LT = DBEBFELEHRIETHZI LT, TOT =X NEE - ASASNEZLDTH DS
Bl 5Z LN TE S,

H X2 VT 4 BEREDOFEMZ LU TSR,

341 HEBH—FEBBICKSEA

BEE LD FATIEINEZEED— RERSLE ICTF v 7HNENICEESE SN TWAEGRIEa— R
OWAEEITD .,

TR I — FEF I X DRANRIT D2 LIk v, BRETHAH LATRER B R~ D5 H
L7 7B ANAREL 2D, ZD®, kSN TV AIEREFHAH TSI 3-3D XK 9 2H
HLUANZERE I — RERFICLDGEEITHOLERH D,

Ui AR ICH—F

FERE T — N2\ L HR8GE

\ 4

FRRERL )

FLavy R

A\ 4

ek

A

X 3-3 TEBA— FEBEZIZL DRBEE

342 EFXa7AvE—TVY

AHEEEIX, WAL IC I—FNEoOMTRZEINDI A~y RERF VAR A2 S{LT 572
DOWETH DL, ExXFaT7 A vbE—V VT THSMITHWDRITE Yy v a VOBEIZERIND
tyvva AT S,

ZEHZOWTIE 42 Ta<y R Oa~y R8T A —% | | FUOBIEL X272 vk
—Vr Ty v a YRR 2ROz L,

-15 -



343 BFEA

TERE I — RETIE TRmE(E)A A—Y) & TEE#) 25 L CHE SN TEFB4 DRk S
NTW5, IC 71— FOFEREZZAE LEZBICE B4 2 RAET 5 2 & TEOBRNEE - &S
ANENTEHEDTRVDEHERTHI ENTE D,

3.4.3.1 BAHRAET A

IC H— R batsrtt LizF = v 7 a— R& Bk CRIET 2546, X 3-4 OFIACTHRIET
%o BEECHAT 2 AMBEORERICOVWTIETF = v 7 22— F & 32 DF3/EF01 O 7 7 A JLiZ
FLERIN TV S, (3.3.4.9 &)

TRFIEC@OTHE LIy V2 lR = Lo E, 20 ICHh— ROT7T — X 3k E
AMEINTWDLA[REMERH D720, EERICCHEY /AR I — 2T 52 ERNE LD,
7ok, WRK2 4T A9 HEMNLIAF 8 A 5 HE TOMITHIT SN —HOTER 1 — RLO%F
BIAREFRTEHZEICONWT, BTEA (Fx v a— REROABREGEAE) ([CEEEIEMN I
TAAERE T — REPFAET D720, TrlDOBAMRETETFIAZ i L7-fER, BARGEDNREI L
ROGEBFIET D ZOBEMICET 28I, 8 — FEEE B 228752
Lo Fo, EEMICETAERDOATFFIEICOWVTEL, AEEHEBOR—LR—V 2RI 2
&,

OAECTF = v/ a— F&H =
| 242048 £ 1) |

@ RSA 2048 & v k(AR

| b0000000000000001111...11100000000(1792 £ k) | v+ =ff(256 £ }) |
IXF 4 7 B (PKCS #1 Version 1.5 %EHL)
QFBAKNGRT — & %
B GRT — Z (FH(E)A A —V &HBEE DN o—) D
| DF1/EF01(7000 /31 ) | DF1/EF02(3000 /31 ) |

\ SHA-256
@%Zﬁ%?~&®Ayv1@<[:17
A

| v afii(2s6 B k)

@EFLTELNT Ay 2l e,
@, OQDOHETHHE L= Ny &

b v
| /Ny v 2 fE(256 B R) |<—>| Ny v 2 fE(256 B R) |
AR LTy vl HEELTEbR Y Vo

X 3-4 ZBAKRIEFIE

-16 -




35 T—ADHEAHLFIE

TR — REOT =2 2T HEOT 7 v AFIRZHAT 5,

351 T—AHRAHLI—TUR
ERA— FEOT—2I1FIM  3-5 (IRT T —X
HIZENTE D, RRERRTIC OV TIX 3.5.2

7o

FAH L= U AZHE LT BIZ Lo T
MO &,

Er
N

&

HAHAHL =T o ZADBRP T T —FIZ LV R LIZL &, T—2HAHLEZHET O HE

=T ADRYNOEFEITTLH &,

Ui R ICH— K

T

: p {EIETS .

| JIS X 6322-3 L X ISO/IEC 14443-3 B !

L e e e e e 1
{1 DF P91 et i AEALER !
+EF 2" 55 A D . EE—
1 AID AL | [ 36 WAL — L ABR
TEBgCEST 0 | TTTTTTTTTTTTTTToTTooTTooms

DF &R [Select File =~ > ]
(AID) -
DF &R SR
s34 F U i L[Read Binary =~ > K with SM]
NA T U FEH LIRZE
< U1 7 U7 — % with SM)
[Al— NIz
FiA T EF 28
B D DA
Fi2 T EF O
$072 0 94T
K35 F—FFTmMHLI—Tr 2R

-17 -



352 EBRRE>—4o 2R
TER I — RECF— X2 %

AT EROFEFEY — 7 o A% 3-6 [ TR,

(RND.IFD)A= %

I A ICH— K
LIS 25K [Get Challenge =1+ > ]
(Get Challenge ==~ > K) "
P F— RELEUGE
(RND.ICC)
Ui AR ELER

Ty va U AR
JHAELEL (KIFD)

Ak
it — 7
(E_IFD,M_IFD)
Ak
£ v ¥ 3 VHERR i [Mutual Authenticate =~ ]
(E_IFD||M_IFD)
P Ty va VRESHIGE
(E_ICC| |M_ICC)
v va
(KSenc)ZE ik
TEE I — FERBIC L D RGE[Verify =~ K with SM]
(TER 71— NEER)
P RIS
ARG f with SM

3-6 WEE—F R

-18 -



4 aTUREHE

AR E IC I — R CTEZETHa~vry RERL AR AMEERIZOW TR T 5,

41 aAvTURLELHE

avw U R~y X —H{o/R7 A —% [CLAJ, INSJ, [P1), [P2], AT 4HD/RT A —X
el I5—%1 . (el OAERRSIL 4-1 DEITENSDNRTA—F HHEHFE L= D%
avry Ay —Y(a~vr R APDU)ET5, ~v X —HiFKa~y NI L TRHAD/NT A
— B THD, RTAEIIF T arDRTA—=LZTHY, Fa~<r RIS THRERNRT A—
B DOHEWET D, FENRXTA—LZDOEKEFR 4-1 ITRT, T~ REOKZNT A —FHIT 4.2
LI a~ v Rl EZ 2o Z &,

N ARG A—H) | RFAWE T 3T A—H)

CLA | INS | P1 | P2 | Lc T—4 Le
K41 vy RAvye—Y(m<w B APDU)DHEE

F 41 a9 FAvEBE—VDRNRFA—FOEK

RTA—F R& B

CLA 1 7 A F411ZH)

INS 1 a2 RS (4125 HR)
P1 1 RTA—=H XA b 1(4.1.3 B )
P2 1 RTA—=H XA b 2(4.13 BH)
Lc lor3 Lc 7 4 —/V K(4.1.4 2 HR)

=—x n F—4 74—/ K2~ R)(415 )
Le lor2or 3 |Le” 4 —/L N(4.1.65H)

< RICHLTIC = FnbRESND VAR AR vE—I (L AR A APDU)IE 5
—& | . ISW1) | TSW2) M OAERR S 4, 4-2 OXHICHEEINTEESIND, [F—%] X
O RIZH LT IC I—RFPRETIHT—XTHY, IEINDIRET—FZBNENGET L
AR AA =TT —ZIIFEE LRV, SWL KON SW2 [Ta~r ROMBRREEA RL., L
ARV AR B —=VICUTHFEET D, FRXTA—XDOEREE 42 (8T, a~vr REOKN
T A—=HDFEMIZONWTIE 4.2 LIFEOKZa~> Rl ESROZ &,

IRRE A B
Swi1

T

T4 SW2

X 42 LVARVRRA9E—I(LVAR R APDU)DHERL

-19 -



F42 VARVARADEBE—UHKNRNTFTA—FZOELRE

NI A—=H% B FERUS
= n | FT—Z 74— R(LARYR)(4.1.7 BH)
SwW1 1 WHEASA N 1(4.1.8 2R
SW2 1 RAE XA b 2(4.1.8 217

411 JSRINA+
DL RO T AL NCLAYE, BF a7 A v —Vr THEDEHOAELFT, T

ICAHAETHET 5 CLADE S{LE 2 R~T,
TFREUAOMITAEAR TITEHA L,

£ 437 F AL NER

[ =
n00" I'IZjC:l‘VV }\\‘(SM }Fﬁ}zﬁ)
“08” | SM ==~ > F(SMiiE H)

412 aATURNMk
g~y R RINS)E, RS ND o~y RERT, ICH—R7 7Y r—aidavy
NZ&=f59 % &, INS Tméﬂf_z-?/ R OREREE EATFT B,

R 44a<r FL4EINSOXGY X B

o< N4 INS | &
SELECT FILE “A4” | 4.2.1
VERIFY “20” | 4.2.2

GET CHALLENGE “84” | 4.2.3
MUTUAL AUTHENTICATE | “82” | 4.2.4
READ BINARY “B0” | 4.2.5

413 INTA—BIN(F
A RONRT A—Z34 PLP2)IE, &~ FEAGHIED ST A —% 255 5{tT 5,
L a<w RO P1, P2 FEALEBHRIZOWTIE 4.2 LD~ RtBlIZEEET 5.

414 Lc 74—JLF
Lc 74—/ 3T 57 —2 74— ROR S &m5Rd, F—% 7 4 —L RWIEE LRV
A. Lc 74—V FHEFEELARV,

415 ‘—97¢<»H:7>m

A ROT—HT7 40—V R, KFa~<vr MERIOEUET — 2 2RET D,
Kavwr ROF— 5'74—11/}\0>Wﬁ TOWTI 4.2 HilcE#ET 5,
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416 Le Z4—ILF

Le 74—V FRIZIC I—ROLVAR AT —F 74—V RZFERTLZZ AT, Ko~
YRDUVARL AT =27 4=V RBFET DA, 2~ RO Le 74—V RBIHET %,
VARV RZT —H 74—V RBMFELRWES, 2~ RO Le 74— /L RHLFELZRVY,

417 T—R74—IJLRE(LRAKRUR)

VARV ADT —H 7 4 —)L Rt a~y FEREISUEZT =N IC h— R bHilES
ns,

Ka<wy RIZHIE LTV AR VAT —2 7 4 —)L KONFIZOWTIT 4.2 Hilci#l+ 5,

4.1.8 KRE/NCH

L AR ADRIESA R (SWLSW2)IE, =~ > ROMBELRIEE T,
FIRHEAA FRIRTERIZR 45D LB &7 5,
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F45 RTF—FRATU—R—E&

swi | sw2 LS

wgyr | w3 (BIREN2)DF PZELS (ZE) LTWd,
BRI N7 EF OB DF N HE < (B8) LT3,

“63” | “00” | MAEA—E,

“63” | “ox” | BAR—E, [“XICE-T, BV OFRITTREREIE(1~15)25R7, |

“64” | “00” | 7 7 A NHIEHTEBIZRE R H D,

“65” | “81” | AE U ~OEIAH MK LT,

P R T N Lle 7 4 —/L R EES T A (RETEY ),
APDU D E SM[EE-S TV 5,

“68” | “81” | BE SN T ¥ INFEFIZL DT 7 AR AL L2,

“68” | “82” | CLANA FCTIREINIZEX 2T A v —V  JHREAZ R L s,

“69” | “81” | 7y A NWKEIE L FE LI~ |,

“69” | “82” | X2 VT 4 AT —HX ANTE I,

“69” | “83” | AEHFIEEZ T IT Iy,

“69” | “84” | BRI N IEF BAZEL (JE) LTW5,

“69” | “85” | 2~ ROMRASMNHE I,

“69” | “86” | L > | EF V7R,
av U RF—Z L LT, ¥ FaT Ave—V 0 SIOMBRTF—EF TV FBFIELR
A

Y [EX VT BEAG, taT A v S B AT — R AT D= ) IMEE L

A
TX T A= TEED X T OENIEL L 720,
X2 T A=V TEEOT 24TV 2 FOREINELL R,
YX 2T A=V TEEOT 24TV FOMEMNIELL R,

“69” | 88" | X aT Ayt —V U IBHBOT —4FT Vs NOIRFBEEN
aw U RTF—=H L LT, EXaT A= 0 JICOWTHETERWT =247 V=7 b
DIEFEELTND,
ZOf, EXaT AyE—T 0 FEEO TV HEEA IE L B TE R0,

“69” | “99” | 77U r— a TR ES TR,

“6A” | “80” | T—X 74—V ROX TINIELL 72\,

“6A” | “81” | BEREMIRMEE LTy,

wgpr | ugr T I BARIRT 7 A VIR,
JEE EF 3B CHRE L7 EF 232\,

“6A” | “84” | 77 A NVND AE VFRFEDDED 720,

“6A” | “85” | Lc DEA TLV HEEICFEL T\ 5,

“6A” | “86” | P1-P2 DMEMNIE L L 72\,

“6A” | “87” | Lc DfEAS P1-P2 LX) LT 5,

“6A” | “88” | IR E NN IE L S BRE STV,

“6B” | “00” | EF fFHSMCA T Y N LIZ(FRARRY),

“6D” | “00” | INS MBS TR W HRERE D),

“6E” | “00” | CLA R STV W AR Y ),

“6F” | “00” | H Wi B (AR D),

“90” | “00” | IEWHKT
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42 OAYVFHEERUPATUR/INGA—4

Kavr ROER., LK NT A —ZEHFEIZOWTHAT S,

421
(1) ELXOFMGHE

— Ko<= KX, MFE72IIDF ZEIRTH7-DIfFHHT 5,

SELECT FILE a<> R

— #EIR$ 5 DFILDF A (AID)IC L » THRET 5,

(2) FEHRELEOEXx 2 U T 1 S

— RRlCEL

@) a~vrFKAvEv—

MF 384K

F7vv b | RNTRA—FL | EX il =4S
0 CLA 1 “00” Yxaw R
1 INS 1 “A4” SELECT FILE =~ > K
2 P1 1 “00” MF 32 4R
3 P2 1 ”00” MF 4R
4 Lc 1 702" T—HHOES
5 T 2 “3F 00” MFID

DF 324K

FT7vv b | RNTA=EL | EX fiE =L
0 CLA 1 “00” Tra<y R
1 INS 1 “A4” SELECT FILE ==~ >
2 P1 1 “04” DFiER
3 P2 1 ”0C” VAR AT —H ML
4 Lc 1 ”10” T—HHOES
5 T—XH 16 “D392F0 00 4F XX XX | i#®iRJ % DF ® DF 4

XX XX XX XX XX XX (AID), 3.3.2 B,
XX XX XX”
@ VAR AAYE—Y

F 7w NI A=K | EX i B
0 SW1 1 TRZM TRZER
1 SwW2 1 TRZM TRZER
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B) ATFT—HAT—F

swi | sw2 B

vy | vy [(ERSNI)DF BPAZ S (F) LT,
EIRS N2 EF OB DF 2PHZ < () LTWwa,

‘64" | 00" | 7 7 A VHITETEBRICRE DN H D,

ol ke B e 7 4 =L RSHE S TV D (AR D ),

67 00 S

APDU D I M[HiE > T 5,

“68” | 82" | CLA/SA M THRESNT-EXF 2T A v —I 0 FHEREAHREE L 220,

“69” | “85” | =~ > RO S,
TR T A= TEEO X T OEMNIE L L IRV,
X T A=V TEEOT =X 4T FOEINIELL RN,
TX 2T A=V THEOT ATV 7 FOENELL R,

69" | 88" | EX 2T A vt —V U VEEOT —X 4T V= FONEFBRESN,
av  RTF—=ZL LT, EFaT AvE—I 0 ZICOVWTHUH TE RN T —H
FT7T T2l FBGFELTVD,
ZOfh, X7 A yb—I 0 VRO TV G2 E L AP TE 220,

“69” | “99" | 77 v AR T 7 A ILOEIR N L 7=,

“6A” | “82" | T B ARIRT 7 A LR,

“6A” | “86” | P1-P2 DENIE L < 72\,

“6A” | “87” | Lc DFEMS P1-P2 & FJEL TV 5D,

“6D” | “00” | INS MM X TV RV (RAERR D ),

“66” | “00” | CLA 2MEHE STV RN (AR D),

“6F” | “00” | B CLi2Wr B (RAFA D ),

“90” | “00” | IEFEHET

(6) ‘FraldA

— Le LV ba~vr FTF—ZENPREVGE, L DEEZIEL LTREEZITD,
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422 VERIFY a<v Rk
(1) EFEKLOFHSE

— Aavr FiE WRNHELNMHRAET— FHER I —
7 — NEFFIZ L DRGFEE

P —

1T = DIEHT 5,

A

—  FEREDNRER L7285 E . SW1-SW2="6300"2%K1E S 1D,
—  REEREEIBUEOREICED L, BAOKRICIVEHRFIND,

2 HHSFEENEX =2 U7 o 50
— BXaTAYE—VUS(M avr NIk ARavr FEETTH L,
— BAKBEFAEBEIIERRE 5, (IC 7— FRICBALRIEE A R L 72V, )

@) a~vrKAytE—V

NEFF)ZRE L. (ER

A7y k| RNTRA=FL | EX il Bk
0 CLA 1 “08” SM 2~ F
1 INS 1 “20” VERIFY =< > K
2 P1 1 “00” FRIZHEL
3 P2 1 86" 8 5 3%
4 Lc 1 ”13” T—HHOES
5 T—H 19 | “861101”"||ks B b STz | SMILT —X# 477 b

S REE =2 — K
(i) 5 oAb S T8 S R8EE = — RO ARk 7 ik

O fSRIAET— F(12 734 F)IT/SF 4 7 (780 00 00 00 Z ML, 16 /314 F DA F Y

FET 5,

Q@ OO FVHEEF 2T AvE—V Tty v a VETH ST D, 57 1raY

A L TDES 2key CBC E— K, 1V="00 00 ... 00" & 7" %,

| SR — | ”800000 00" |
(12) (4)

‘ 5 5{L.(TDES 2key, CBC)

Wb SNl Baat=— K

3]

(16)
4 VAR AAE—Y
F7%v NRIRA=F% | E& & Bk
0 SW1 1 TRZH TRZH
1 SW2 1 TRZH TRZH
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B ART—HAU—F

SW1 | SW2

a1}
¥

“62” | “83” | DF PAZE < (€) LTW5,

“63” “00” H\E\/ﬁ\ﬂ:#ﬁo

64" | “00" | 7 7 A NVHIBIEHICREDRD D,

Le W Le 7 4 —/V RD3MEE S TV D (AR ),

”67" Ilool’ - i
APDU O£ ENME->TW5,

“68" | “81” | FEE ST T v ANEFIZXL DT 7 & AREREA TRAE L 72\,

“68” | “82" | CLA XA N TIHRESNT-EXa T A v —I 0 FREZ 2L L 7o,

“69” “g1” 7 7 /r }I/*%SHE: k %E‘ Lf’: o :/ }\“O

69" | 82" | EXx 2V T 4 AT —H AR S0,

“69” | “8a” | BRI~ IEF BNEAEL (3E) LTW5,

“69” | “85” | =~ KOS WL S vz,

“6g” “ge” | 1 ]\ EF 73 73:1/\0

X aT Ay =V TEED S ZOREMNIEL 2RV,

TH 2T A= THEOT =2 F TV FORINELL 20,

Y X 2T A=V TEOT 24TV =7 FOMENIELL RV,

“69" | 88" | X 2T A vt —I 0 SEEOT — 2 F TV = 7 NONEFENEES

AU RF=HELT, BEXaT A vE—Vr ZICON T TE RNT — 4
AT PPFEL TN D,

ZOM, EXaT Ave—T L TBHEO TV MEEE E L LB T 7e0y,

“6A” | “82” | %A EF 3% 7-THEE L7= EF 237200,

“6A” | “86” | P1-P2 DIEANTE L < 72\,

“6D” | “00” | INS NMRE XN TWVARW(IRAERRD),

“6e” | “00” | CLA MEHEES N TV W (AR D ),

o | oo | B oW (R AR,

“9Q” “00” IEI‘—I%‘»%%T

(6) *raCHiH
— LfEEVba~vr FF—2RBREVWGE, LeDEEZIEL LTAREZIT D,
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423 GET CHALLENG vk
(1) EFR L OFI S E
— Ko<y R, %D MUTUAL AUTHENTICATE =t~ > RIZ%ESE - T IC 71— R
LF ¥ LU E T 57D T 5,

(2 HHEER X2 U T ¢ 50
—  FFlzHEL

@) a~vrFKAvEv—

FT7vv b | RXTA=FL | X fiE E=LS
0 CLA 1 “00” Exaw s R
1 INS 1 “84” GET CHALLENGE ==~
VN
2 P1 1 “00” FRICHE L
3 P2 1 00" FRICHE L
4 Le 1 “08” 8 A FDOF ¥ L VHR

@ VAR AAYE—Y

7y b | RTRA—EL | KX il Bk
0 T4 8 HLEL = RFx L
8 SW1 1 THRZM THRZM
9 SW2 1 THRZM THRZM
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) ATF—HATU—FK

swi | sw2 B
“62” | “83” | DF MPAZ < (%) L TW5,
“64” | 00" | 7 7 A NVHEEHRICERE DR B D,
vy | o 1LC K Lle 7 4 —/V RDEHES TV D (AR ),
APDU D E XM fliliE-> T 5,
“68” | “81” | {5 SN iR T ¥ RAEFEFIC L DT 7 B A A Rk L2y,
“68” | “82” | CLA XA FTHRESNZEF 27 A vt —V 0 FHREAREE L2,
“69” | “85” | =~ > RSN E S/,
X 2T A=V TEEOX T OENIEL R,
X aT A=V T OT ATV FORINIELL RN,
X T A=V T OT =X AT 7 FOENIEL L 720,
69" | 88" | EFX 2T A v —I U SO T — 2 ATV = 7 N ONEFEREES
O RF—HL LT, BXaT A=V FICOVnWTHRETE RANnT —4
F T2 NBFELTWD,
DM, BFa2T Ay =T ZEEO TV G A E L S AEETE 220,
“6A” | “86” | P1-P2 DIEASTE L < 72\,
“6D” | “00” | INS 23R STV RV (IRAFR D ),
“6E” | “00” | CLA M RHE SN TV RN (FrAFR D ),
“6F” | “00” | B 2 B (IRARR D),
“90” | “00” | IEH T
(6) HiroHIA
— FRliZEEL
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424 MUTUAL AUTHENTICATE a<>Fk

(1) ER ORI HSGH

— Kaw PR, I— REEREEMTEXF 2T Ay =0 7HEy g via it
HT A0l EHENS,

(2) FENEEROEFx 2T 1 Sk

— OV REETTLHIEDIE, BRI =ML F X Lo UEREL TSI L,
— o~V FRRERLESAINI. BEI—FLLF vy LU VaET52 L,
— = RFEIFEHIELTZGE.

@) a~vrFKAvEv—

vy vargIrz VTIN5,

7%y b | RTA—EL kS fiE =L
0 CLA 1 “00” Vxxawy R
1 INS 1 “g2” MUTUAL
AUTHENTICATE ==~ >
N
2 P1 1 “00” R L
3 P2 1 ”00” R L
4 Lc 1 728" T—A2EOE S
5 T—X 40 E_IFD||M_IFD RIS 12
45 Le 1 “00”
4 VAR ARAE—T
7y b | RTRA—FL | KX fiE LS
0 T—X 40 E_ICC||M_ICC RIS 120
40 SW1 1 RS TRSH
41 SwW2 1 RS TRSH
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B) ATFT—HAT—F

il
=

SW1 | SW2

“62” | 83" | DF 23X < (FE) LT\ %,

“63” “00” H\E\/ﬁ\ﬂ:#ﬁo

‘o0 | 00 | 7 A N HIEE R R D b 5.

Le W' Le 7 4 —/V RD3MEE S TV D (AR ),

”67" Ilool’ - i
APDU O£ ENME->TW5,

“68” | “81” | 5 E SNTZimELT v X NEFIZL DT 7 & AREZ R L 720,

“68” | “82" | CLA XA N TIHRESNT-EXa T A v — 0 FREZ R4 L 7w,

“69” | “85” | a~ > RO HSMNHIE S,

TXa T Ay TEEO X T OENEL R0,

X 2T Ay =V THEOT—FF TV FORINIELL R,

X 2T Ay =V THEOT =4 F TV 7 FOENIEL <RV,

69" | 88" | EHXF 2T Ay -V THEDOT =4 AT V=7 FONAF B HIES

av U RTF—=Z L LT, EFXaT7 Ay =V TIZONWTUETERNT —4
A7 FRFEL TN D,

ZOM, ExaT A vV 7EEO TV EEZIEL AHETE e,

“6D” | “00” | INS MR STV AW (REFE D ),

“6E” | “00” | CLA 23t STV D ),

“6F” | “00” | H LW B H (ALY ),

“9Q” “00” IEI‘—I%‘»;\%\%T‘

(6) Hyrc4IA
— LefELD ba<xy FF=ZENRIWVES, Le DEZIEE L TRELZ1T D,
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425 READ BINARY a7V R
(1) ELXOFMGHE
— AKavrRiE, & EF ONAF IV TF—=F 2T ool Eing,

(2 HEHEER X2 U T ¢ Stk

— KRawy FETRNEE I — REZFIC X DR L TNDH T &,

— 333 [T 7®AME] ITSM BUERRESNTWD 7 7 A Ve HTHE, KRa<vv
RiZEFaT A=V F7(SM < MUKV FETTHZ L, SM BERHRESIN
TWRWEAITE I L D EITHLAREL T 5,

— Rawr RetXaTl7 Avb—V I TEITLESA, VARV AAvE—UhES
2T A= 7 (SM VAR R 72D,

— ARaw RV BEHLUICEHI LSS, G777 A MIA Vv b7 7 A0 8RR D,

@) avwr KAy E—T

FXa~ N
FT7ky b | RNTA—FAH Rk fiE LS
0 CLA 1 “00” Yxra~v R
1 INS 1 “B0” READ BINARY =~ >
2 P1-P2 2 TRZHR TRZH
4 Le 3 “00 XX XX” “XXXX”73”70000” DA
KB TFANDT — X
ATHeH L,
“XX XX”73700 00”LLAkD
WA 1E7XX XX LR o
A XA Tat A HHE 572075
HL,
SMaa<= > K
7y b | RTRA=EL e fiE B
0 CLA 1 “08” SM =< K
1 INS 1 “B0” READ BINARY ==~ > R
2 P1-P2 2 THRZH THRZH
4 Lc 3 “00 00 04” T—2HOES
7 T—H 4 “96 02 XX XX” SMitLeA 7> =7 b,
“XX XX” D EBRIZDWT
It~ RO Le 23T
A — X DEMWE S,
11 Le 2 “00 00” VAR AT —H GR
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P1-P2 O E

P1 it
P2
b8 | b7 | b6 | b5 | b4 | b3 | b2 | bl
AL N7 ANEBH L,
0 X X X X X X X “XX” [ x KOVXX’D 15 By hTEHH LA
7ty FEfRE,
T ANVEREL TRl L,
x CwtAHT 7 7 ANVEIRE, (FFE
57 7 A MZHOWTIE FRtP1 =
1 0 0 X X X X X XX T B
“XX"? 8 By h T LA T E Y
N & FRIE,
(i) MF BRIV TS5 EDPL a—F 4 7
fiE Bk e
“gB” | BT — X EHE MF/EF01
“gA” | 1— FFER MF/EF02
(i) DFIENINTWABHZEDOPLa—TFT 17
il F=US 5
“85” | Frifl (FR) A A—V DF1/EF01
“86” | BAMIE DF1/EF02
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(iii) DFR2MNBINENTWABEEOPLa—T 17

[ HIR

ikl

“g1” | (FJE#h CGEmiBED)

DF2/EF01

82" | S ERIMEE ST ATl

DF2/EF02({E84 71— R D7)

“g3” | TS SMEENE BIFT FTAR

DF2/EFO03({E84 71 — R D7)

“84” | (LR HITR] S FOHT R AN

DF2/EF04 (£ 51— KD F)

(iv) DF3DEIRNINTWDLIHZEDP

1a—747

il IS =
“82” Fxvra—F, AREEENE | DF3/EF01
@D VAR ARA =T
LU AR A
F7vv b | RTA—FL | EX il B
0 T4 n T4 T =X OHNEIZOWNTIX
3.3.4 B
n Swi1 1 TRZM TRZER
n+1 SW2 1 THRZM TEZMR
SM L AR A
Ty N | RNTRA=FL | EX fiE =L
0 F—4 n |SM{bLF—2A4T7V s | ()SMILT—2 4TV =
k M RO S b ST
— X OE T HIES ]
WELEZT—X2DONRIC
DN TIE3.34 B
SW1 1 RS TRSH
n+1 SW2 1 RS TRSH
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(i) SMEF—FATV =2k
BER-TLV(3.23.1 ) Ta—TF 4 7V &N/ A F VLT D,
2 7fEIE"86", NV o — I b I NTeT —F OFEBHIZ" 01" 2 iR L 7oA TV 5,

T L \%
“86” | 3.2.3.1 B “O1"||F b S ieT —#
(1) (1~3) (L)

(i) Wb T—%EEHE
SM L AR ADK BALENToT — X IZUL FOFIETE S L, 7—% ZH0 17,

D RIS NET— 252X aTAve—Vr THEYy Y a VETEET S, BET LD
U X X TDES 2key CBC “E— K, IV="0000...00" & 7 %,

@ EEENET—EZ0HNTF 47780 00..000) &2 BREL, T—F2EERY HT,

| W LShiz7 —% |
(%)
‘ 1 5-(TDES 2key, CBC)

| T4 | ”80 00....00" |
QES) (1~8)
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) ATF—HATU—FK

SW1 | SW2

il
=

“62” | “83” | DF 3% < (F8) LT\ %,

‘60 | 00 | 7 7 A L EE I RE D B B,

o | oo [ LB e 7 — L F AT T B (A D),

APDU D X3 HiE->TW 5,

“68" | “81" | {8 SNl T ¥ RANVEFIC L BT 7 v AREZ IRIL L 72\,

68" | 82" | CLANNA N THRESN/EF 2T A v —V U ZRREA AL L 72\,

‘69" | 81" | Ty A ML FH LIk,

“6" | 82" | X 2T 4 AT —F ANE IR,

“69” | “85” | =~ KOS WL S /ey,

“6g” “ge”" | H1 ]\ EF 73 7’;]:[/ Yo

X aT Ay =V TEED S T OEMNIEL 2RV,

X 2T Ay =V THEOT—EF TV FORINIEL R,

X 2T Ay VU THEOT =4 F TV 7 FOENIEL <RV,

“69" | 88" | EX 2T A v — 0 SEEOT — 2 F 7Y = 7 NONEFENEES

AU RF=HELT, BEXaT A vE—Vr ZICON T TE RNT — 4
FTV 2 SPFEL TV D,

LM, ExaT7 A vV 7EEO TV EE L IE L A TE L,

“6A” | “82” | %A EF 3%k T-THE L7= EF 23720,

“6A” | “86” | P1-P2 DIEANTE L < 72\,

“68” | “00” | EF FiHAMCA 7 > N LIZ(BAEED ),

“6D” | “00” | INS MR STV AW (REFA Y ),

“6E” | “00” | CLA 23t STV (AR D ),

“6F” | “00” | H W RE (RAY ),

“9Q” “00” IEI‘—I%‘»%%T

(6) HFACIH
— FRZEL
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ﬂlliﬁ 1 X7 Avte—O Ty a @3k

SEHL— VU ATHERTAZETNAIY XA, Ay RIZFROLOEFERT S,

F1 BH—F LV RAROEF2TAvEe—U L THERTEIZTLIY b

HashAlgorithm h SHA-1

Block Cipher e TDES 2Key

Block Length n 64bit

Key Length k 128bit

MAC Algorithm m Retail MAC(ISO/IEC 9797-1 Algorithm 3 X TF Padding
method 2 1)

BEEY— v R
X 2T A=V ey v a VBRBO IO ORFEY— 7 AL T RO FIEIZHE -

TTTOO

Kenc, Kmac |33 ICTERE 7 — REFK 5 (12 /34 F)%& SHA-1 Ty ¥ =2 b L7ZEDJEIH 16 /3
A4 hET 5,

Stepl. SARBELEAERL

FORE AU AR ELEL RND.IFD(8byte)=L%k

t v v R AR ELEL KIFD(16byte)=HL3k
EENTENAERKRT D,

Step2. X — NELEEUS
GET CHALLENGE ==~ R&FEAT L,
77— RiL# RND.ICC(8byte)=GET CHALLENGE L AR v A7 — X Z 57 %,

=~ K AUDU

CLA INS P1 P2 Le
MOOU “8411 UOOM UOOM “0811
L AR A APDU
T— X SW1 SW2
RND_ICC 1190" 1100"

Step3. BBEAET — & AR

UK RRRERE 5{b T — % E_IFD(32byte)=e[Kenc](RND.IFD | | RND.ICC| | K.IFD)
s A FSRE MAC M_IFD(8byte)=m[Kmac](E_IFD)

ZENT D,
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Step4. ¥H A FBFE
MUTUALAUTHENTICATE =t < > K & ZE17,
o< K AUDU

CLA INS P1 P2 Lc
"00" "84" 4100» 1100:! 4128"

T —H Le
E_IFD||M_IFD | “00”

H— R . L AR AF— X e
v voa AR I — FELE KICC(16byte)=HLEL

71— REEGERF 51k — 4 E_ICC(32byte)=e[Kenc](RND.ICC||RND.IFD||K.ICC)
#— R#&FE MAC M_ICC(8byte)=m[Kmac](E_ICC)
HAEKRL, VARG AT —HIIHRET D,

L AR > A APDU
T —H SW1 SW2
E_ICC' |M_ICC 419()!) MOOH

Step5. EX 2T A vk —V Ty a UEBRER

ekt >y a i

KSenc(16byte)=h(K.IFD @ K.ICC||”00000001”)(»~ > > =t L7=F — & DHEEE 16 /31 )
PAEKL, UEOEXaT A v — 0 7V TClE ROy g v EBEHGWS,
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=== N N ~, L
AMiF 2 FHLU—S 2R a2 R4l
FKHER)A A—V, BEE, B1rELvwmirHTIHEO—Fr v Aa<y RilERT,
TERE T — R &K 5= " 41 41 31 32 33 34 35 36 37 38 42 427
h(AERE 71— R%%&5) = “65 22 B4 E1 71 19 5B B2 18 22 3A 97 6C 04 01 11 BD C4 AA 257
Kenc = Kmac = “65 22 B4 E1 71 19 5B B2 18 22 3A 97 6C 04 01 117
QOtXaTAvb—TrSHEY Y g VR

1. RND. ICC DEfE
Get Challenge =t~y RNZEFT

Send -> 00 84 00 00 08
Recv <- 5A 6E 7E 38 51 62 B7 A3 90 00

RND. ICC = “5A 6E 7E 38 51 62 B7 A3”

2. RND. IFD (3R ELE 8 5S4 1), K. IFD(GRFRELE 16 /SA b)) DAERR
RND. IFD = “11 22 33 44 55 66 77 88”
K. IFD = “40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D 4E 4F”

3. RND. IFD, RND.ICC, K.IFD Z%iEEfE
RND. IFD| |RND. ICC| |K. IFD = “11 22 33 44 55 66 77 88 5A 6E 7E 38 51 62 B7 A3
40 41 42 43 44 45 46 47 48 49 4A 4B 4C 4D 4E 4F”

4. WRRFRIERF LT — & 3 & (LFEAE T — # % Kenc T TDES R 51L)
E_IFD = “93 77 45 C2 08 83 Al BA D1 EO 41 93 72 2A 15 92
37 8F 81 A8 F1 DC 58 91 57 AE BO F7 54 4F Al BA”

5. BHSREEETE MAC 22 (E_IFD Izt L Kmac T Retail MAC % 3t8)
M_IFD = “1A D7 FB 6A 33 89 E0 17"

-38 -



6. EX 2T AvE—Vr Aty a VBRHBET
Mutual Authenticate =< K

Send —> 00 82 00 00 28 93 77 45 C2 08 83 A1 BA D1 EO 41
93 72 2A 15 92 37 8F 81 A8 F1 DC 58 91 57 AE BO
F7 54 4F A1 BA 1A D7 FB 6A 33 89 EO 17 00

Recv <- 58 60 77 5B 4D 03 2C C5 64 BA 20 4B 8E A8 68 F6
94 A7 4E 74 75 A8 FE F2 40 58 8B DA 1A F4 96 CE
59 38 8F D6 CD 45 24 8B 90 00

E_ICC “68 60 77 5B 4D 03 2C C5 64 BA 20 4B 8E A8 68 F6
94 A7 4E 74 75 A8 FE F2 40 58 8B DA 1A F4 96 CE”

M_ICC = “b9 38 8F D6 CD 45 24 8B”

7. B— FEREE MAC % B2 EE (E_ICC 2% LC Kmac C Retail MAC % &tE. M_ICC L bhik)
8. RND. ICC||RND. IFD| |K.ICC ZHt Y HHL (E_ICC % Kenc T TDES #H51k)
RND. ICC| |RND. TFD| |K. ICC = “5A 6E 7E 38 51 62 B7 A3 11 22 33 44 55 66 77 88
19 DO 49 49 OF FF 52 EE DB FC B9 30 BC 81 OE DO”
9. RND. ICC & RND. IFD Z#RFE (B B4k L 7B & MR 23&#F LT\ 5 RND. ICC, RND. IFD % Lhik)

10. BFE bty a v EE3HE
K. IFD © K. ICC = “59 91 0B OA 4B BA 14 A9 93 B5 F3 7B FO CC 40 9F”

K. IFD @ K. ICC||” 00000001” = “59 91 OB OA 4B BA 14 A9 93 B5 F3 7B FO CC 40 9F
00 00 00 017
A(K.IFD @ K. ICC||” 00000001” ) = “CE 94 93 8E 19 E3 B9 7D F9 6E AB CE DC 17 15 CC
84 4F 7C 89”

KSenc = “CE 94 93 8E 19 E3 B9 7D F9 6E AB CE DC 17 15 CC”
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OER I — NEEFIT L HFBAER

11. FEEI— FEBBIIT 4 T &AM
HERE I — REFRE| | SF 7 =7 41 41 31 32 33 34 35 36 37 38 42 42 80 00 00 00”

12. TEE N — FERE| |5 1 v~ 7% KSenc THE-k (TDES)
e({EREH— REFZ 2| |85 0> 7)) = “1A A8 29 73 DB 95 9A 81 IF 97 11 D7 28 FO EE F6”

13. 7EE I — NEBRBIC L DF85E 4 1T
Verify @< K (SM)

Send —> 08 20 00 86 13 86 11 01 1A A8 29 73 DB 95 9A 81
1F 97 11 D7 28 FO EE F6
Recv <- 90 00

@RE (R) A A—V, HEEREFH LI

14. DF1 %3&iR

Select File =< K

Send —> 00 A4 04 0C 10 D3 92 FO 00 4F 02 00 00 00 00 00
00 00 00 00 00
Recv <- 90 00

15. 30 (R) A A—YOFmHL
Read Binary === K (SM)

Send —=> 08 BO 85 00 00 00 04 96 02 00 00 00 00
Recv <- 86 82 1B 61 01 [BEEILEN=-HFEMR)AA—T—2F T2y b 7008 /81 k
UST425E)] 90 00

16. BHEHEER)A A—TDF—EFTOx7 M| T 4 72RO L EEESALENTHETHFER)A A
—VF—FF T b 7008 /S b % KSenc T TDES £ EL)
B (F)VAA—DF—2F Ty MIANF 27 = “D0 82 1B 58 [ (F8) A4 A —]

80 00 00 00”
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17. EBEEOHML
Read Binary === K (SM)

Send —> 08 BO 86 00 00 00 04 96 02 00 00 00 00
Recv <- 86 82 OB C1 01 [BESILESI-EEET—4F T2V k 3008 /N1 b
(RT42T8)] 90 00

18. BBEET—# A7 V= MINTA v 72ROV HL B LEnBERET — 447V
7 b 3008 /XA % KSenc T TDES 5 51k)
BEET =247 V=7 N |A_F o7 = “D1 82 0B B8 [BHEE] 80 00 00 00”

OE B4 FH LE
19. DF3 %#3®|iR

Select File =< K

Send —> 00 A4 04 0C 10 D3 92 FO 00 4F 04 00 00 00 00 00
00 00 00 00 00
Recv <- 90 00

20. BTFBALDHHL
Read Binary =< K

Send -> 00 BO 82 00 00 00 00
Recv <~ DA 82 01 00 [Fxv&a—FK 256 /N1 k]
DB 82 04 BO [/:BASEEEEAZE 1200 /N4 K] 90 00
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